WHY ARE FOREIGN INVESTMENTS IN DOMESTIC ENERGY PROJECTS
NOW UNDER CFIUS SCRUTINY?
Stephen Heifetz and Michael Gershberg

*

Until recently, the Committee on Foreign Investment in the United States (CFIUS
or the Committee) rarely affected domestic energy projects. That has changed, and
CFIUS now actively reviews and sometimes alters transactions that result in foreign
control of U.S. energy companies. In just the past several months, CFIUS has blocked an
acquisition of Oregon wind farm projects (the Ralls/Terna case),1 reportedly imposed
conditions on the acquisition of a large oil and gas company (the CNOOC/Nexen case),2
and approved an acquisition of a high-tech battery manufacturer only after the deal was
restructured to carve out its government contracting business (the Wanxiang/A123 case).3
There are three primary drivers behind this recent scrutiny. The first is the rise of
China—on the one hand as a trading and investment partner, and on the other hand, as a
perceived security threat. Each of the three CFIUS cases referenced above concerned
Chinese investments in domestic energy projects.4 The second driver is U.S. government
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concern about the vulnerability of U.S. infrastructure, particularly to a cyber attack on
U.S. networked systems, such as energy grids and other energy-related assets. The third
driver is a change in the balance among the agencies that comprise CFIUS. In particular,
the Department of Defense has sought aggressively to use the Committee’s authority to
keep potential foreign adversaries far away from U.S. security facilities, while the more
trade-oriented agencies have been weakened in CFIUS deliberations.5
CFIUS Background
CFIUS is an interagency committee chaired by the Department of Treasury.6 Its
mandate is to review foreign investments in U.S. businesses to ensure that such
investments do not adversely affect national security.7 More specifically, CFIUS reviews
transactions that result in foreign “control” of U.S. businesses where that foreign control
may affect national security.8
Though the Committee often reviews more than one hundred cases per year,9 it
typically sees potential security implications in only a dozen or so.10 In those cases,
CFIUS generally protects against possible adverse effects by obtaining commitments
from the foreign investor. These commitments, which take the form of a “risk mitigation
agreement,” may include such requirements as the use of specified vetting procedures for
key employees or restrictions on foreign access to sensitive technology or facilities.11
When CFIUS cannot mitigate the risk presented by a transaction through an agreement,
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its recourse is to recommend that the President block the transaction.12 The President is
authorized to “take such action for such time as the President considers appropriate to
suspend or prohibit any covered transaction that threatens to impair the national security
of the United States.”13 CFIUS recommendations to the President are very rare, usually
no more than one or two per year.14 In those rare cases, if the parties do not voluntarily
withdraw the transaction, the President is likely to follow the Committee’s
recommendations to preclude foreign control of the U.S. business. Transacting parties
have forced a Presidential decision only twice in the Committee’s history, and in both
cases the President exercised his authority to block the transaction.15
However, there is a significant benefit to undergoing CFIUS review from the
perspective of the transacting parties. If CFIUS approves the deal, as it does in the vast
majority of cases, then the deal is insulated from executive branch interference on
national security grounds.16
The CFIUS process is nominally voluntary. There is no requirement that parties
conducting transactions involving foreign entities notify CFIUS, even when those
transactions result in foreign control or clearly involve assets relevant to national
security.17 However, the Committee monitors a wide range of transactions, primarily
through open media sources. If a “non-notified transaction” is of interest to CFIUS, the
Committee will offer the parties the opportunity to submit a notification.18 In the event
that transacting parties ignore the “voluntary” submission request, CFIUS has authority to
initiate a review of a transaction on its own.19 A notice filed by the parties will invariably
put the transaction in a better light than if the parties refuse to submit a notice and the
Committee undertakes a review on its own accord.
The Committee’s attention to non-notified transactions, which has grown over the
last few years, incentivizes transacting parties to err on the side of voluntarily notifying
12
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CFIUS for several reasons. First, when CFIUS requests a notification in the absence of a
voluntary notice, the parties begin the CFIUS process with an air of distrust. These
transactions receive additional scrutiny—both because CFIUS already has decided that
the transaction may raise national security concerns and because CFIUS generally is
suspicious that the parties deliberately sought to avoid review. Second, because CFIUS
generally requests notice only after the transaction has closed, there is greater commercial
risk if CIFIUS rejects the deal or if it imposes burdensome conditions. There is no
opportunity in such cases for the parties to restructure the transaction in a way that helps
address the Committee’s concerns. Third, there is greater risk that CFIUS will reject a
non-notified transaction or impose very burdensome conditions, because CFIUS often
finds it more difficult to mitigate national security risks after a transaction has closed.
The current state of affairs with regard to CFIUS regulation can be summarized as
follows: CFIUS has significant power over foreign investments in U.S. companies, and
provides strong incentives for transacting parties to voluntarily submit to a review.
Considering this background, we can identify several factors that have driven recent
Committee attention to domestic energy projects.20
The Rise of China
China’s emergence as a world power has been accompanied by concerns about
Chinese espionage directed at the United States. For example, an October 2012 report by
the U.S. House Permanent Select Committee on Intelligence alleged that investments by
Chinese telecommunications equipment companies Huawei and ZTE presented
significant national security risks.21 A February 2013 report by the security company
Mandiant Corporation alleged that the Chinese government sponsored cyber espionage.22
20
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In March 2013, the U.S. National Security Advisor alleged that Chinese entities are the
sources of “sophisticated, targeted theft of confidential business information and
proprietary technologies through cyber intrusions emanating from China on an
unprecedented scale.”23 In addition, the U.S. Government has recently accused the
Chinese military of launching cyber attacks against U.S. government and private
networks.24
At the same time, the flow of Chinese direct investment into the U.S.—one
indicator of the U.S.-China economic relationship—has been growing rapidly, from $129
million in 2006, to $1.9 billion in 2009, to $6.5 billion in 2012.25 This trend has resulted
in more instances of Chinese investment in U.S. energy projects and companies. With
China joining the United States as the world’s biggest consumers of energy,26 the
development of energy projects should be an arena for extensive investment and
collaboration between the two world powers. In fact, in President Obama’s first year in
office, the Administration announced multiple cooperative energy development measures
with China and there have been regular follow-on efforts.27
Yet extensive collaboration also can give rise to conflict, leading the U.S. to view
China as a strategic threat as well as a partner. This threat has led CFIUS to closely
examine recent Chinese investment in U.S. energy projects. Such transactions present
concerns such as U.S. energy security, China’s ability to infiltrate U.S. power systems,
the transfer of key technology to China, and the proximity of foreign-controlled projects
to sensitive military facilities.
Infrastructure Vulnerability
In recent years, the energy sector has become a focus of national security
concerns, along with traditional security-related areas such as defense,
telecommunications, and high technology. As the power grid is increasingly reliant on
electronic systems, energy projects are now a main point of vulnerability to the United
States. Other energy projects may present national security implications for reasons of
energy independence or the valuable technology involved. Accordingly, the 2007
23
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amendments to the CFIUS statute stressed the importance of the energy sector.28 Among
the list of factors CFIUS must consider in its proceedings are “the potential national
security-related effects on United States critical infrastructure, including major energy
assets,” and “the long-term projection of United States requirements for sources of
energy and other critical resources and material.”29
The CFIUS cases referenced at the outset of this article—Ralls/Terna,
CNOOC/Nexen, and Wanxiang/A123—all involved Chinese investments in energy
companies that, from the perspective of CFIUS, represented potential national security
vulnerabilities.30 The acquisition by Chinese-owned Ralls Corp. of assets from Greekowned Terna concerned wind farm projects that would connect to a regional electric grid
and that were near a Department of Defense flight facility.31 The CNOOC acquisition of
Canadian energy company Nexen involved oil platforms in the Gulf of Mexico that the
Department of Defense viewed as strategic locations.32 Wanxiang’s purchase of A123, a
high-tech battery manufacturer, stalled until the parties decided that Wanxiang would not
acquire A123’s defense-related business.33
In other words, CFIUS viewed many of the assets at issue as potentially
exploitable to the detriment of U.S. security. Coupled with U.S. concern about China as
an espionage threat and source of cyber attacks, each case presented a combustible
mixture. Fortunately, CFIUS ultimately approved the CNOOC/Nexen and
Wanxiang/A123 cases in early 2013.34 However, in both cases the parties reportedly had
to undertake substantial commitments to ensure CFIUS approval. In CNOOC/Nexen,
CNOOC apparently was obligated to agree to a broad range of security measures
concerning Nexen’s oil platform assets in the Gulf of Mexico.35 In Wanxiang/A123,
Wanxiang agreed to carve out pieces of A123’s business that were of importance to the
U.S. government.36 On the other hand, the President blocked the Ralls/Terna deal in
September 2012 because, due to the proximity to U.S. defense facilities, the President
28
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found that the Chinese owners “might take action that threatens to impair the national
security of the United States.”37
Changing Balance Within CFIUS
CFIUS decisions ultimately are made by individual representatives from the
separate agencies that comprise the Committee. These individuals—bright, dedicated,
and committed to the national interest—discuss each CFIUS case among themselves.38
They gather in person at least once each week and continue their dialog through emails
and by phone. These individuals each bring to bear their own experiences, knowledge,
and interests. They also are obligated to represent the views of their agencies, and act
consistently with their agencies’ missions, while serving on CFIUS.39
For example, a cyber attack that shuts down a city’s power would concern
personnel at the Department of Homeland Security more than personnel at the Office of
the United States Trade Representative (USTR). Conversely, if the United States enters
into a counterproductive trade dispute, it would directly affect personnel at USTR much
more than at the Department of Homeland Security. In addition, the relevant personnel
are held accountable by pressure and potential fallout—from inside their agencies,
Congress, and the press—if their areas of expertise lead to a compromise of national
security. That is not to say that concerns are strictly limited in this way, but it is a rough
approximation of how representatives from each of the agencies behave. An additional
layer of complexity results from the varied views on an issue shaped by Committee
members’ personal experience and the agency positions for which they advocate.
Accordingly, representatives from the more security-focused agencies—the
Departments of Homeland Security, Justice, and Defense—typically are more hawkish in
Committee deliberations than are representatives from other agencies. On the other hand,
representatives from the Departments of State and Commerce and USTR are often
focused on commercial, trade, and diplomatic interests. In the past, this latter group
generally defended these interests strongly. In CFIUS deliberations they argued in favor
of approving deals that the hawkish agencies sought to scuttle or burden with conditions.
In their view, the trade or diplomatic benefits of international commercial transactions
and an open investment environment outweighed many concerns raised by the security
agencies.
Recently, however, the trade-oriented agencies have been more muted in CFIUS
deliberations. This change may be a function of the particular individuals involved in the
37
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deliberations (since the cast of individuals changes over time), or a function of policy
concerns at their agencies. The State Department, for example, recently has been playing
a critical role on U.S. policy vis-à-vis Iran. That may make some bureaucracies within the
State Department more hawkish, which may in turn create different incentives for the
State Department’s CFIUS representatives. By many accounts, the representatives from
the trade-oriented agencies recently appear less inclined to challenge their securityfocused counterparts.
The Department of Energy plays a unique role in CFIUS because it has an interest
in security, trade, and the promotion of renewable energy. Yet in recent cases involving
Chinese investments in U.S. energy projects—where the Department of Energy could
potentially play a leading role—its trade and environmental interests were insufficient for
it actively to challenge the security-focused agencies.
At the same time, the Department of Defense, in particular, has leveraged CFIUS
authority as a way to keep potential foreign adversaries away from U.S. government
security facilities.40 Defense representatives on the Committee have argued aggressively
that any advantage that a potential foreign adversary might gain from U.S. investment—
for example, by acquiring a company with access to an important network that could be
used for a cyber attack—must be nullified. The result is occasionally the scuttling of the
deal entirely, either voluntarily by the parties or by Presidential order as in the
Ralls/Terna case.41
Conclusion
With counter-arguments from trade-oriented agencies now muted or absent, the
hawkish agencies are determining CFIUS outcomes in cases where there are security
concerns. The rise of China has brought increased Chinese investment in the United
States, including energy-related investments. With this investment, however, have come
security concerns, particularly regarding Chinese espionage. Coupled with concerns
about infrastructure vulnerability, these dynamics have given rise to an increased number
of difficult CFIUS cases that have involved domestic energy projects.
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